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What is DuraCloud?

* Open technology and managed service that utilizes
cloud infrastructure for preservation support and

access services

v' Upload once and make
multiple copies to various
storage providers

v'  Review integrated health
reports from ongoing health
checking services

v' Access anywhere from any
Internet connected device
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MIT Libraries Use Case

* Core: replication for preservation in our
production IRs — heterogeneous types (video)

e System administration practices only address
HW or admin failures — other errors unsecured

Service should be automatic yet visible
Geared towards collection and system admins
Must be cost-effective, user friendly, etc

OR 2012 — DuraCloud @ MIT Libraries



DuraCloud Value Proposition

* Provides convenient geo-distributed copy
management

 Multi-vendor model buys abstraction and lock-in
prevention

* Tools and APIs for DSpace integration
* High-bandwidth access to developers
* Platform for preservation services

* |Institution-friendly service terms

OR 2012 — DuraCloud @ MIT Libraries



Challenges/Solutions

Need content containers: AlIPs over loose files

Repository managers involvement: admin Ul
integration, in addition to batch tools

Big data files: queued v synchronous operation
Reduce mistakes: automatic replication
Deletion is forever: logical deletes + GC
Service visibility: ‘ad hoc’ auditing

Preserve what matters: copy masters (video)

OR 2012 DuraCloud @ MIT Libraries
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Islandora 101

Drupal+Fedora framework from UPEI
Flexible Ul on top of Fedora + other apps
Deployed in 100+ institutions, growing

Desire to provide stronger preservation
features and services - e.g. PREMIS coming

DuraCloud a natural extension
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Approach

Leverage DuraCloud(DC) + DuraSync(DS)

Maintain context of individual objects and/
or complete collections

“Single Button” restore of damaged assets

Integrate with standard or private DC




| st Release

® Admin panel for setup of DC and DS
® “Vault” component on Manage Tab
® Access to DS/DC functions

® Enable sync & restore from specific copy

® View DC and DS reports
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id content  Find content

Islandora ®

Home » Administration

Configuration

Configure settings for Islandora.

Islandora Vault

Configure settings for Islandora Duracloud cloudsync.

Basic Image collection

Configure the Basic Image solution pack.

Core collection

Configure the core Islandora collection functionality.

Form associations

Associate metadata ingest forms with Islandora content models.

Solr client

Configure Solr search settings.

XML Form Builder
Manage XML-based Forms.




Islandora Vault @

Home » Administration » Islandora

Duracloud space *
upei-dev

The Duracloud space that where you will copy items to/from

CloudSync Url *
http://184.72.238.57:18081/cloudsync/api/rest

The URL to use when connecting to Duracloud spaces

Cloudsync User *
fedoraAdmin

The username to use when connecting to Duracloud

Cloudsync password *

Password *
Password strength:

Confirm password *

Duracloud store url
http://184.72.239.57:18081/cloudsync/api/rest/objectStores/2

The url for the duracloud store. This url will be provided by your cloudsync administrator.

Save configuration

S “
Gar
— ”77




Dashboard Content  Structure  Appearance

dd content

Find content

Repository ®

Home » Repository » Manage

Run Cloudsync Task

Create Cloudsync Tasks

Delete Cloudsync Tasks

Cloudsync Reports

Duracloud Reports

People

Modules  Configuration Islandora Reports Help Hello admin

DD

Datastreams Properties Collection

Cloudsync Task for islandora:testCollectionPP
This task will run in the background. When this task is completed it's state will be reported as idle.

Current state is /dle

Copy from Fedora to Duracloud

v ADVANCED

Run the restore task

This will copy items from Duracloud to Fedora, Make sure you want to restore Fedora objects before you run this
task. This task will run in the background.

Current state is /dle

Copy from Duracloud to Fedora

Log out

Edit shortcuts




Repository ® MANAGE

Home » Repository » Manage Datastreams Properties Collection

Run Cloudsync Task
Y Cloudsync Task already Created and configured for islandora:testCollectionPP

Create Cloudsync Tasks To recreate this task you must first delete it.
Backup Task Data

KEY VALUE
Delete Cloudsync Tasks
queryType iTQL

Cloudsync Reports queryText select Sobject from <#ri> where (Sobject or Sobject or Sobject ) order by Sobject
Duracloud Reports setUri http://184.72.239.57:18081/cloudsync/api/rest/objectSets/27
queryStoreUri http://184.72.239.57:18081/cloudsync/api/rest/objectStores /4
sourceStoreUri http://184.72.239.57:18081/cloudsync/api/rest/objectStores/4
destStoreUri http://184.72.239.57:18081/cloudsync/api/rest/objectStores/2
overwrite true
includeManaged true
name ISLANDORA MANAGED Task for object - islandora:testCollectionPP - drupal - 137.149.200.66 - backup
state Idle
type copy

uri http://184.72.239.57:18081/cloudsync/api/rest/tasks /23

Restore Task Data
KEY VALUE

queryType iTQL
queryText select Sobject from <#ri> where (Sobject or Sobject or Sobject ) order by Sobject
setUri http://184.72.239.57:18081/cloudsync/api/rest/objectSets/28

queryStoreUri http://184.72.239.57:18081/cloudsync/api/rest/objectStores/2

Object Health

e,
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bntent  Find content

Repository ® MANAGE

Home » Repository » Manage Datastreams Properties Collection

Run Cloud Task
un Cloudsync 1as Cloudsync Logs for islandora:testCollectionPP

Create Cloudsync Tasks Backup Logs
RESULT STARTED FINISHED

Delete Cloudsync Tasks Succeeded 2012-07-04T19:47:25.150Z 2012-07-04T19:47:28.229Z
Cloudsync Reports Restore Logs
RESULT STARTED FINISHED

Duracloud Reports Succeeded 2012-07-04T19:48:45.171Z 2012-07-04T19:48:49.574Z




Home » Repository » Manage

Datastreams Properties

0 * Task and logs deleted for islandora:576 backup task
* Task, set and logs deleted for islandora:576 restore task
+ CLOUDSYNC datastream deleted for islandora:576

Run Cloudsync Task
Create Cloudsync Tasks
Delete Cloudsync Tasks
Cloudsync Reports

Duracloud Reports

Create a Cloudsync tasks for islandora:576
This will create two tasks, one for copying objects to Duracloud and one for restoring objects from Duracloud

Duracloud datastore
http://184.72.239.57:18081/cloudsync/api/rest/objectStores/2
All chosen content will be replicated to the datastore DuraCloud Space upei-dev at dgi.duracloud.org (AMAZON_S3)

Choose a Fedora datastore
Fedora Repaository at codesprint-centos.islandora.ca:8080 &

All chosen content will be replicated to the selected datastore

v ADVANCED

Query to get a list of pids for this collection

select $object from <#ri>

where ($object <fedora-rels-ext:isMemberOfCollection> <info:fedora/islandora:576>

or $object <fedora-rels-ext:isMemberOf> <info:fedora/islandora:576>

or $object <mulgara:is> <info:fedora/islandora:576>)

order by $object p

This query will be used to generate a cloudsync set to be used by a cloudsync task. In most cases you can use the
default

Query type
@®iTaQL

SPARQL
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content Find content

Loading.... MANAGE

Datastreams Properties Collection Vault
Home » Manage P -

Q Backup Task started. Please check back later. When the task is complete the state will be reported as idle and you will be able to view the
log in the Cloudsync Reports section. You will not be able to run this task again until it is completed.

Run Cloudsync Task X N
Cloudsync Task for islandora:bookCollection

Create Cloudsync Tasks This task will run in the background. When this task is completed it's state will be reported as idle.
Delete Cloudsync Tasks Current state is Starting
Cloudsync Reports

Duracloud Reports
» ADVANCED
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MANAGE

Home » Repository Properties Vault

+ Add a datastream

belgium - islandora:576

VAULT ID LABEL TYPE MIME TYPE SIZE OPERATIONS
DC DC Record Inline XML text/xml 7618 download edit

Match MEDIUM_SIZE MEDIUM_SIZE Managed image/gif 75.33 KB download edit delete

Match OBJ Belgium.gif Managed image/gif 2.52 KB download edit delete
RELS-EXT Fedora Object to Object Relationship Metadata. Inline XML text/xml 558 8B download delete

Mismatch TN TN Managed image/gif 16.87 KB download delete

Match CLOUDSYNC CLOUDSYNC Managed text/plain 1.98 KB download delete




Next Steps

Tighter integration and more Ul functions

Automated recovery

Full Fedora/Collection restore

Support for private DuraCloud instances
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-
Kindura Project JISC

* Project in JISC Flexible Service Delivery Programme

« Kindura was an exploratory project
Determine requirements
«  Proof-of-concept content repository
«  Case study to document issues (technical, cost, legal etc.)

* 9 months 01/02/11 to 30/11/11

XD @
olege Sci & Technol
DO el - SPACE
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Problem description

 Ad hoc storage of research outputs (data, documents)
«  Data stored on PCs, portable drives, USB sticks, local
servers, ...
« Little or no provision for backup and disaster recovery
« Changing landscape
« UK funders requiring retention of data for 10+ years
« Journals need supporting data to be available for scrutiny
« Limited support from central IT departments for

research data management tools
 Long lead times to deploy storage

22 www.kcl.ac.uk



Hybrid cloud solution

« Commercial cloud offers many potential benefits
«  Elasticity, rapid deployment, transparent costs
. Risks of commercial cloud
« Data sensitivity, data protection laws, service availability or

loss
. In house storage

*  Fully under internal control, inflexible
. Hybrid solution — combine commercial cloud and internal storage

*  Provides elasticity as well as flexibility to retain certain data
types in house

« Allows reuse of existing storage resources

*  Higher complexity

23 www.kcl.ac.uk



Kindura

* Proof-of-concept repository for research data
combining
Commercial cloud
* Internal storage — iIRODS
« Based on Fedora Commons
* DuraCloud provides a common storage interface
* Deployed DuraCloud from source code
« Developed a storage management framework
- Based on policies, legal and technical constraints, cost
« Automated decisions for storage and migration
« Content replication across storage providers for resilience

« Storage providers transparent to user
* Provide cost optimisation

24 www.kcl.ac.uk



-
Kindura system

Management server

Upload m Interfaces and tools

Project

Rackspace || Azure iRODS
plug-in plug-in plug-in

)
Rackspace Castor

25 www.kcl.ac.uk

Data cache




Further Information

Project blog:

Contact:

26 www.kcl.ac.uk



Where can I find out more?

MY ACCOUNT | DOCUMENTATION | supporT | Locout | [EIE) W e
eb site:
DURACLOUD
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Preservation Sl Fmail:
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Edit Outline

© FIND OUT MORE
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DURA «£)UD Contact Carissa Smith

— ol if interested in a
live DuraCloud

DuraCloud: CERNET, Indiana
U &mp; Internet 2 demo
data transfer, global L]
demo session
10G China &mp; US (]
Internet link

http: / ft.co/AcOrDkm) #lod
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