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What	
  is	
  DuraCloud?	
  
Archiving	
  and	
  preservaAon	
  services	
  in	
  the	
  cloud	
  

Ability	
  to	
  choose	
  one	
  or	
  mulAple	
  cloud	
  storage	
  providers	
  

S3	
  and	
  Glacier	
   SDSC	
   Rackspace	
  



What	
  does	
  DuraCloud	
  do?	
  
Online	
  backups	
  

Media	
  streaming	
   Content	
  viewing	
  Online	
  sharing	
  

File	
  health	
  checking	
   File	
  synchronizaAon	
  and	
  healing	
  



In	
  production	
  for	
  one	
  year	
  

•  Some	
  stats-­‐	
  

– 35	
  TB	
  of	
  data	
  
– 25+	
  insAtuAons	
  using	
  DuraCloud	
  as	
  a	
  service	
  
– To	
  date	
  one	
  corrupted	
  file	
  detected	
  and	
  restored	
  
– 5.46	
  million	
  items	
  stored	
  
– 60+	
  idenAfied	
  file	
  types	
  	
  



How	
  can	
  DuraCloud	
  help	
  me	
  with	
  my	
  
archiving	
  and	
  preservation	
  strategy?	
  

  Ability	
  to	
  easily	
  move	
  online	
  copies	
  offsite,	
  distribute	
  
geographically	
  

  AutomaAcally	
  checks	
  the	
  health	
  of	
  all	
  copies,	
  compared	
  to	
  
manifest	
  

  Easily	
  repair	
  or	
  replace	
  corrupted	
  files	
  
  Easily	
  move	
  or	
  download	
  content	
  from	
  mulAple	
  providers	
  

  Scale	
  storage	
  up	
  or	
  down	
  as	
  needed	
  
  Full	
  Web	
  access	
  with	
  ability	
  to	
  view/edit/delete	
  and	
  upload/

download	
  your	
  content	
  



What	
  users	
  wanted	
  

•  Very	
  low	
  cost	
  second	
  copy,	
  comparable	
  to	
  tape	
  

•  Accessible	
  for	
  audit	
  purposes	
  
•  Can	
  be	
  retrieved	
  reliably	
  and	
  easily	
  in	
  disaster	
  
recovery	
  scenario	
  	
  

•  Can	
  archive	
  large	
  amounts	
  of	
  data	
  (	
  50-­‐100+TB)	
  
•  Simple	
  and	
  easy	
  to	
  use,	
  and	
  ingest	
  content	
  



Unique	
  Bene?its	
  of	
  DuraCloud/Glacier	
  

•  Content	
  stored	
  in	
  DuraCloud	
  can	
  be	
  automaAcally	
  
backed	
  up	
  to	
  Glacier	
  and	
  synchronized	
  

•  Manifest	
  created	
  upon	
  upload	
  

•  DuraCloud	
  provides	
  one	
  easy	
  to	
  use	
  interface	
  across	
  
all	
  storage	
  providers	
  for	
  viewing	
  content	
  

•  DuraSpace	
  provides	
  one	
  annual	
  invoice	
  and	
  service	
  
agreement	
  

•  DuraCloud	
  plans	
  to	
  	
  provide	
  periodic	
  health	
  check	
  
audits	
  on	
  Glacier	
  content	
  



DuraCloud	
  Glacier	
  Cost	
  

•  Glacier	
  storage	
  +10%	
  premium,	
  pay	
  once	
  per	
  year	
  

•  Glacier	
  is	
  1/10	
  of	
  the	
  cost	
  of	
  S3	
  ($120	
  per	
  TB/yr)	
  
•  Retrieval	
  cost	
  calculated	
  based	
  on	
  request	
  to	
  protect	
  
the	
  user	
  from	
  unpredictable	
  charges	
  

•  Pay	
  upfront	
  for	
  storage	
  only,	
  pay	
  for	
  retrieval	
  when	
  
you	
  need	
  it	
  upon	
  consultaAon	
  with	
  DuraSpace	
  

•  Minimum	
  purchase	
  is	
  1Tb	
  increments,	
  annual	
  



Pricing	
  
http://www.duracloud.org/content/pricing	
  



Glacier	
  Integration	
  (Current)	
  
•  DuraCloud	
  secondary	
  storage	
  providers	
  

–  Rackspace	
  
–  SDSC	
  
–  Glacier	
  

•  Primary	
  storage	
  provider	
  remains	
  Amazon	
  S3	
  

•  Glacier	
  provider	
  the	
  same	
  as	
  Rackspace	
  and	
  SDSC	
  
–  EXCEPT	
  that	
  stored	
  content	
  is	
  not	
  immediately	
  accessible	
  

–  Can	
  always	
  view	
  lisAng	
  of	
  files	
  
–  Can	
  always	
  view	
  file	
  properAes	
  



Getting	
  Content	
  into	
  Glacier	
  

•  Transfer	
  to	
  DuraCloud	
  primary	
  storage	
  
–  Sync	
  Tool	
  	
  

•  GUI	
  
•  Command	
  line	
  

–  REST	
  API	
  
–  Java	
  client	
  

•  DuraCloud	
  automaAcally:	
  
–  Copies	
  all	
  content	
  to	
  Glacier	
  
–  Keeps	
  all	
  providers	
  in	
  sync	
  



DuraCloud	
  

DuraCloud	
  Ingest	
  Process	
  

Local	
  

Glacier	
  

Manifest	
  
Content	
  ID	
  
Checksum	
  
Storage	
  LocaAons	
  

Sync	
  
Tool	
  

Original	
  File	
  
Calculated	
  Checksum	
  
File	
  ProperAes	
  

=	
  

S3	
  1

2



Content	
  in	
  Glacier	
  



DuraCloud	
  

DuraCloud	
  Veri?ication	
  Process	
  

Glacier	
  

S3	
  

-­‐  Manifest	
  checksum	
  (S3)	
  
-­‐  S3	
  properAes	
  checksum	
  
-­‐  S3	
  file	
  checksum	
  
-­‐  Manifest	
  checksum	
  (Glacier)	
  
-­‐  Glacier	
  properAes	
  checksum	
  
-­‐  Glacier	
  file	
  checksum	
  (audit)	
  

Integrity	
  Check	
  



Getting	
  Content	
  out	
  of	
  Glacier	
  

•  Files	
  not	
  available	
  for	
  immediate	
  download	
  

•  Submit	
  a	
  DuraCloud	
  support	
  Acket	
  
•  We	
  work	
  with	
  you	
  to:	
  

–  Define	
  the	
  set	
  of	
  content	
  to	
  be	
  downloaded	
  
–  Determine	
  the	
  opAmal	
  speed	
  of	
  retrieval	
  

•  Goal:	
  Retrieve	
  content	
  within	
  the	
  necessary	
  Ame	
  frame	
  for	
  the	
  
lowest	
  possible	
  cost	
  

•  We	
  execute	
  the	
  retrievals	
  from	
  Glacier	
  
•  You	
  download	
  files	
  through	
  DuraCloud	
  

–  Same	
  process	
  as	
  downloading	
  from	
  any	
  other	
  provider	
  



Glacier	
  Integration	
  (Future)	
  

•  Glacier	
  as	
  the	
  primary	
  DuraCloud	
  storage	
  provider	
  
–  No	
  secondary	
  providers	
  
–  Lowest	
  possible	
  cost	
  
–  Goal:	
  In	
  place	
  by	
  the	
  end	
  of	
  2013	
  
– Working	
  with	
  Amazon	
  to	
  define	
  preferred	
  pricing	
  and	
  
retrieval	
  opAons	
  

•  Automated	
  retrieval	
  opAons	
  
–  For	
  simple,	
  well	
  defined	
  use	
  cases	
  



Amazon Glacier Overview 

 Timothy K. Harder / harder@amazon.com +1 508-308-4660 



What we heard from our customers 

Reliable and cheap storage 
of data for:  

- Data with long retention 
periods 

- Multi-PB, infrequently 
accessed data sets 

Our customers love Amazon S3 for its 
simplicity, security, durability, and 
performance.  

Our customers that need to archive data 
wanted a highly secure, extremely durable, 
and extremely cost effective option for 
archiving data for years while retaining the 
ability to easily retrieve data occasionally. 



Our goals with Amazon Glacier 

"   Deliver an extremely low cost storage service that provides 
secure and durable storage for data archiving and backup 

"   Replace physical media for archiving, with an easy to use 
storage service that is infinitely scalable, secure, designed for 
an annual average 99.999999999% durability per saved 
object, for as little as $0.01 per gigabyte per month 

"   Change the game for data archiving and backup with no 
upfront payment, a very low price for storage, and ability to 
scale up and down as needed 



Benefits with Amazon Glacier 

Secure  Low cost   

Simple Durable 

Flexible Use multiple services 

As little as $0.01/GB/month with no up-front 
capital commitments. 

Secure and durable technology platform with 
industry-recognized certifications and audits. 

Average annual durability of 99.999999999% 
per archive. 

Eliminate hardware, software, and capacity 
planning. 

Easily leverage other AWS services once your 
data is in the AWS cloud. 

Add any amount of data, quickly. Easily expire 
and delete without handling media. 



"   Tape can be one of the biggest backup pain points in 
the IT org. Amazon Glacier is cost competitive, even 
at scale, and eliminates pain points like capacity 
planning, capital budgeting and investments, media 
formats, hardware refreshes, and off-site storage 
costs, shipping and retrieving.  

Digital 
Preservation 

Offsite Archive 

Tape Replacement 

"   Glacier allows you to cost-effectively and securely 
store enterprise data offsite, making it simple, 
inexpensive and safe to retain archived data for as 
long as desired. Common use cases include enterprise 
data, media assets, and research and scientific data. 

"   Libraries, historical societies, non-profit organizations 
and governments are increasing their efforts to preserve 
valuable but aging digital content such as websites, 
software source code, video games, user-generated 
content and other digital artifacts. 

These are some customer use cases 



Here are some typical use cases 

Archive Backup DR 

Amazo
n S3 

Data accessed 
~>10% / month 

11 9s durability 

Snapshots 

Shorter term 
data backup with 
rapid RTO 

Rapid RTO 

Expiration 
policies 

Amazo
n S3 
RRS 

Lower cost when 11 
9s not required  Lower cost Lower cost 

Amazo
n 

Glacier 

Long term archiving 

Infrequent data 
access (~<10% 
data/month) 

Use policies to 
move cold 
backup data for 
long term 
retention 

Retain write 
once read 
never copy in 
case of worst 
case scenario 



“Every day our genome sequencers produce terabytes 
of data. As our company moves into the clinical space, 
we face a legal requirement to archive patient data for 

years that would drastically raise the cost of storage.  

Thanks to Amazon Glacier’s secure and scalable 
solution, we will be able to provide cost-effective, long-

term storage and thereby eliminate a barrier to 
providing whole genome sequencing for medical 
treatment of cancer and other genetic diseases.” 

Keith Raffel, Senior Vice President and Chief Commercial Officer, Complete Genomics  



“An organization like ours thinks in centuries when it 
comes to content retention, and long term 

preservation of our Master Archives is a critical part 
our mission here at NYPR.  

Storing these core assets on traditional media such 
as local disk and off-site tape exposes us to 

corruption and even outright-loss of data. We are 
excited to move our archives to Amazon Glacier, 

which will be a better long-term solution.” 

Steve Shultis, CTO, New York Public Radio 



Shared Responsibility Model 

Facilities 

Physical Security 

Compute Infrastructure 

Storage Infrastructure 

Network Infrastructure 

Virtualization Layer 

Hardened Service End-points 

Operating System 

Applications 

Security Groups 

Firewalls 

Network Configuration 

Account Management 

Service Security Features 

+ =

Customer 



Available Reports & Certifications 

"   Information at https://aws.amazon.com/choosing-a-cloud-platform/  
•  AWS SOC 1 Report (Type 2) 
•  AWS SOC 2 – Security Report (Type 2) 
•  AWS SOC 3 – Just Published 
•  NIST 800-53 control mappings and FISMA Moderate ATOs 
•  PCI DSS Level 1 
•  ISO 27001 
•  ITAR and GovCloud 
•  Other 

•  FedRAMP 
•  CSA Controls 
•  MPAA 



AWS Security and Compliance Center 
(http://aws.amazon.com/security/) 

•  Answers	
  to	
  many	
  security	
  &	
  privacy	
  quesAons	
  
•  Security	
  whitepaper	
  
•  Risk	
  and	
  Compliance	
  whitepaper	
  

•  Security	
  bulleAns	
  
•  Customer	
  penetraAon	
  tesAng	
  

•  Security	
  best	
  pracAces	
  
•  More	
  informaAon	
  on:	
  

•  AWS	
  IdenAty	
  &	
  Access	
  Management	
  (AWS	
  IAM)	
  

•  AWS	
  MulA-­‐Factor	
  AuthenAcaAon	
  (AWS	
  MFA)	
  



Next	
  steps	
  

•  Glacier	
  available	
  as	
  secondary	
  backup	
  to	
  all	
  DuraCloud	
  
customers	
  

•  “Glacier	
  only”	
  choice	
  available	
  by	
  end	
  of	
  year	
  
•  Working	
  with	
  Amazon	
  to	
  present	
  use	
  cases	
  specific	
  to	
  
the	
  academic	
  community	
  and	
  improve	
  current	
  
retrieval	
  costs	
  for	
  disaster	
  recovery	
  

•  Sign	
  up	
  to	
  keep	
  informed	
  and	
  for	
  the	
  beta	
  launch	
  



To	
  ?ind	
  out	
  more	
  

•  Web:	
  
–  www.duracloud.org	
  

•  DocumentaAon:	
  
–  hkp://wiki.duraspace/display/duracloud	
  

•  Webinars	
  and	
  Training	
  Videos:	
  
–  hkp://www.youtube.com/user/duracloudvideos	
  

•  Email:	
  
–  csmith@duraspace.org	
  or	
  mkimpton@duraspace.org	
  


